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Fingerprint Based Background Checks To Protect Vulnerable
Per sons

by
James Loudermilk

Editor's Note: This presentation is different from any other we have previously published in our Transactions. It
was originally prepared as a PowerPoint slide show. The author narrated the presentation when it was originally
done in the Lodge, but the author did not submit either the narrative or any slide notes to accompany the
presentation. Unfortunately, no one in the lodge took any notes either during the presentation. However, it was a
very interesting presentation (although there does not appear to be any direct connection to Masonry) and the
slides are presented for your review.

Finger print

Based Background
Checksto Protect
Vulner able Persons

James Louder milk

Slide 1

Protection of Vulner able Persons

Society, especially children, the elderly and disabled,
deserves protection from those whose past criminal
activity has proven them unsuitable for positions of

trust:

— Child Protection o b
+ Schools, Day Care, Foster Care, Sports, Scouting, etc.

— Senior Citizen Protection »
* Adult Homes and Day Care, Volunteer Organizations

— Occupation Background Checks *,
« Airports, Banks, Health Care, Security Guards, etc.

— Firearm and Explosive Dedler Licensing

Slide 2
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How to Conduct Criminal Background Checks?

Name and Other Descriptor Checks
« Many People Have the Same or Similar Names
» Rapid (seconds) and I nexpensive ($0 - $25)
« Lotsof False Positives (7.5% - more than 500,000/year)
e Many Missed Identifications (1% - 2% use false names)
¢ 11.7% of Federal “Hits’ from Concealed | dentities

Positive | dentification

* No Two Fingerprintsarethe Same ( Pr £ 1 X 108)

» Slower (hoursto weeks) and More Expensive ($31 - $76)

* No False Positives

* Very Few Missed | dentifications

¢ Counters Attemptsto Conceal |dentity

e Pub. Law 105-251 Requiresfor Federal Checks

Slide 3

Criminal Master File Fingerprint Card
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Fingerprinting: A Brief History

Alphonse Bertillon devel ops identification system based on
body measurements ... Bertillon system

1880s  Fingerprints begin to be recognized as unique means of
identification

1903 The West Case at Leavenworth Penitentiary ... value of
fingerprints demonstrated

1904 Fingerprint Bureau established at L eavenworth Penitentiary

1924 FBI Identification Division established (today CJIS)

1933 FBI Latent Fingerprint Section established

1924-1979 Manual Fingerprint Card Processing

Slide5

The West Case

Identification
Pictures of
William West

Identification
Pictures of
Will West
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Bureau of Criminal |dentification circa 1907
Processing Fingerprint Cards

Slide 7

Manual 10-Print Processing
(1924 - 1970)

Fingerprint Card File Print a2
i 3X 5Card Master File lePrint ==
Inooming Caxd Name Index i Incoming Print
L 3 John Smith 1 -
[ (3 L= Retrieve Card
ih i | =3 *
2 Conduct Name = Henry Class

Search Compare
== Prints
= o
E E No
- S

Conduct Fingerprint 3 5
Search Based on CE=iyRis
Henry Class
? m Yes
M2 Response
with C/H
No Non-ldent John Smith | SESEr
—————{ Responsewith ——| I LI
new FBI # PrepareNew 3X 5 Add New
Name Index Card Fingerprint Card to
Filein Henry
Sequence
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© 2004 - A. Douglas Smith, Jr., Lodge of Research #1949, AF& AM - All Rights Reserved

Fingerprint Based Background Checks To Protect V ulnerable Persons, by James L oudermilk
Presented March 31, 2001
Page 176



Transactions of A. Douglas Smith, Jr. Lodge of Research #1949 Volume 4 (1998 — 2001)

FBI Identification Division Operations
at DC Armory circa 1943

Slide9

Development of Identification
Automated Services (IDAS)
System (1982 - 1989)

« Integrates A1S-I1 (name searching) and ATS (fingerprint searching)

Slide 10
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IDAS I dentification Cycle
(1989 - 1999)
IDAS
— | us mail S Mai ALﬂC;ﬂTW]ZtiC || FilciP‘r‘int
af “3 State S Searf\‘ch(lll) _| ﬁm z
e AFIS |
RS ATS L elike:
Current
Print
Rap Sheet
U.S. Mail —
3-5days \\%
Slide 11

Fingerprint Card Files- 1997

Slide 12
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| AFIS Electronic Ten-Print
Submission (Civil)

Store &
X 1D Request_ s 1D Request Forward
{'é) Dt 55555 Data State 1D Rectest
S
[~ =TT Network [ Stae]
AFIS|
| Licensing/Employment

Live Scan Authority Control Terminal
(Local) Agency

ID RDeg;es

FBI CJISDivision

IAFIS
— Computer Search of the
< FBI Name and Fingerprint
Features Databases
Store& Forward
T e~
IDENT ‘ N%ivlsrk ===
IDENT IDENT % - IDENT
Responsa (I | Response e e (25T -

W Licensing/Employment
Authority

Control Terminal
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Slide 13

|AFIS System
(Operational July 28, 1999)
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Identification

Digital Fingerprint |mage Repository

Slide 14
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Criminal Justice I nformation Services Division
FBI Center, Clarksburg, WV

Slide 15

| dentification Requests
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FY 2000 I dentification Results

Criminal I dentification Requests 7,993,962 (55%)
* 65% resulted in “ hits”
* 4% of “hits’ used false names
» Guaranteed Response - 2 hours
* 75% of responseswithin 1 hour

Civil Identification Requests 6,560,886 (45%)
* 8.7% resulted in “hits”
* 11.7% of “hits’ used false names
e Guaranteed Response - 24 hours
e Averageresponse time under 12 hours

Identified Over 8,000 Wanted Per sons each M onth

Slide 17

Some Typical Success Stories

On 5/24/00 at 11:07 PM, the United States |mmigration and Naturalization Servicein Saint
Albans, Vermont electronically submitted to |AFIS the fingerprints of an individual attempting to obtain
UScitizenship. Theindividual was identified as having acriminal history record that included arrests

for rape and aggravated sexual battery. At 11:21 PM, aresponse was sent to the contributing agency.

On 6/30/00, the Memphis FBI Field Office asked CJIS to provide results on acivil background check.
The Memphis City School had hired an individual, after the State check showed no charges, without
confirmation that he had no FBI record. The field office became involved when they received atip that
the original results provided by the FBI in May might have been intercepted by someone at the school.
FBI Memphis sent a new set of prints for CJIS review. The individual’s record included possession of
controlled substance, aggr avated assault, possession of cannabis and battery.

On 9/8/00, the Per sonnel M anagement Branch of the Department of Justice requested a
fingerprint check for an individual who was applying for employment as a mail messenger in the
Department of Justice mailroom. The individual's fingerprints were faxed to the CJIS Division and
processed on IAFIS. Within one hour from receipt of the fingerprints the individual was identified
as having acriminal history that included previous arrests for theft |1 from vehicle (by the United
States Attor ney's Office in Washington D.C.), trespassing and theft.

On 10/20/99, fingerprints from Sacramento, CA of an individual applying for ajobin a residential care
facility for the elderly were submitted electronically to IAFIS. The resulting search identified the
individual as wanted for a February 1999 sex offense in Rockville, MD, and a charge of desertion from
the US Navy in March 1999. The subject was taken into custody within 24 hours.

Slide 18
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Frequently Asked Questions

How many criminal subjects are in the fingerprint files?
About 41 Million

How long are criminal records kept on file?
Until Age 99

Are all UScriminal subjectsin the FBI fingerprint files?
Adult Serious Offenses Only

Years ago | submitted fingerprints for a security clearance. Am| in
the FBI fingerprint files? No

When | was a civil servant (or in the service) a fingerprint check
was made. Am | in the files? Not In the Criminal Files

Slide 19

Child Identification Programs

« About 1 Million U.S. Children are Reported Abducted Each
Year. Often by a Non-Custodial Parent or Relative.

¢ Child Identification Materialsare Primarily Used by Crime
Laboratories and Case Officer JAgents.

¢ Some Child Identification Kits Produce Fingerprint Image
Quality so Poor that Prints have Little Value. Specialized
Paper and Ink are Required. A “nail-to-nail” Rolled
Impression not a “dab” is needed.

¢ Search of FBI Adult Criminal Fingerprint Files, or of State
Adult Criminal Fingerprint Files, is Seldom Indicated.

Slide 20
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